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Abstract: The surge in technological advancements has resulted in concerns over its misuse
in politics and entertainment, making reliable detection methods essential. This study
introduces a deepfake detection technique that enhances interpretability using the net-
work dissection algorithm. This research consists of two stages: (1) detection of forged
images using advanced convolutional neural networks such as ResNet-50, Inception V3,
and VGG-16, and (2) applying the network dissection algorithm to understand the mod-
els’ internal decision-making processes. The CNNs’ performance is evaluated through
Fl-scores ranging from 0.8 to 0.9, demonstrating their effectiveness. By analyzing the
facial features learned by the models, this study provides explainable results for classifying
images as real or fake. This interpretability is crucial in understanding how deepfake
detection models operate. Although numerous detection models exist, they often lack
transparency in their decision-making processes. This research fills that gap by offering
insights into how these models distinguish real from manipulated images. The findings
highlight the importance of interpretability in deep neural networks, providing a better
understanding of their hierarchical structures and decision processes.

Keywords: explainable artificial intelligence; deep learning; deepfake detection; explainability;
convolutional neural network; VGG-16; ResNet-50; inception V3; network dissection; face
dictionary; model interpretability

1. Introduction

Deep learning technology has advanced considerably in recent years, with notable
developments in the area of computer vision. Its applications span diverse fields, including
finance, the automotive sector, wellness [1-4], and healthcare, offering solutions to complex
challenges. However, one downside of deep learning is its potential to create manipulated
videos, images, and various multimedia forms, which create risks to privacy, national
security, and democratic systems. With the widespread growth in modern technology
concerning mobile phones and other editing tools, ease of access to social media platforms
has made it convenient to create and distribute digital content [5-7]. These deceptive
media are referred to as ‘deepfakes’. Immense amounts of research in the computer vision
domain, machine learning, and the considerable amount of data availability make it harder
to differentiate between altered and real media content. This has detonated social media
platforms with forged videos, images, and fake content that appears realistic [5]. Lately,
this has imposed a significant threat to society, business, democracy, and public discussion.
Within the past few years, the journalism industry has been struggling to separate real
content from fake news [5-7]. It harms the cybersecurity and national security of individuals
and organizations.
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As information and technology continue to evolve, the creation of deepfake content
has become easier and it is an emerging concern in today’s digital environment. There are
different Al techniques and tools that help in creating these manipulated images. However,
the creation of fake images is increasing to a higher level, which makes it difficult for observers
to differentiate between fake and real images. Images generated by GANs (generative adver-
sarial networks) have a wide range of applications, including text-to-image or image-to-image
conversion, photo editing and blending, facial aging simulation, creating new human poses,
generating 3D visuals, and restoring missing parts of photos through inpainting. However,
it would be one-sided to dismiss the impact of deepfakes. GAN-generated images can con-
vincingly fool the human eye. Additionally, several deepfake creation tools and software are
publicly available, allowing users to produce highly realistic content. As deepfake generation
algorithms advance rapidly, and the quality of these creations continues to improve, reliable
detection tools have become increasingly important in today’s society. A deep learning model
is employed in this study to distinguish between authentic and fake instances. To construct
the model, three distinct CNN architectures are utilized, allowing for a comparison of their
effectiveness in detecting deepfakes.

While detection accuracy remains a vital focus, the interpretability of deep learning
models is equally important to ensure their widespread acceptance in real-world applications.
Users, decision-makers, and stakeholders must understand why a particular instance is
classified as fake or real. Without this understanding, the trustworthiness and adoption
of these systems may be limited, particularly in critical domains such as journalism, law
enforcement, and content moderation. Additionally, the lack of transparency could hinder
forensic investigations and legal proceedings where evidence-based reasoning is required. To
address these challenges, this research incorporates explainable artificial intelligence (XAI)
techniques to provide clear and interpretable explanations for the decisions made by the
deepfake detection models. By doing so, this study aims to enhance trust in the system’s
outputs and improve its practicality in addressing the societal risks posed by deepfakes.

Explainable artificial intelligence stands out as an interesting field of study that has
been emerging in recent times. Figure 1 shows the number of publications in the realm
of explainable artificial intelligence for the last two decades and the plot shows how
explainable artificial intelligence is blooming these days. This research deals with the
reasoning behind the predictions made by the neural networks in classifying them as real or
fake using explainable Al Researchers and technology specialists have been working hard
to build Al-based solutions for detecting deepfake content in response to this expanding
threat. While progress has been made, there remains a critical issue to address: the
explainability and limited transparency of deepfake detection systems.

As the research landscape currently stands, existing deepfake detection systems are
proficient at distinguishing between genuine and fake media. They can flag a video or
image as authentic or manipulated with remarkable accuracy. However, what these systems
struggle to provide is a coherent and interpretable explanation for their classification
decisions. In essence, they can tell us whether a piece of content is real or a deepfake
but fall short in elucidating the underlying rationale behind their judgment. This critical
gap in the ability to explain deepfake detection outcomes is a pressing concern for several
reasons. Firstly, without a clear understanding of why a particular piece of content is
labeled as a deepfake, it becomes challenging to trust and rely on these systems in real-
world applications. Secondly, explanations are essential for the forensic and legal aspects of
deepfake detection. Being able to provide evidence-based explanations for the classification
of content can be crucial in legal proceedings or when assessing the credibility of media in
journalism. Interpretability is crucial for fostering trust among end-users and stakeholders,
a key factor in the widespread adoption of deepfake detection technologies. Given these
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challenges, it has become clear that developing interpretation methods especially designed
for neural networks is necessary.

Number of XAl Publications in Two Last Decades

3000

NO OF PUBLICATIONS

Figure 1. The Number of Publications Related to XAI [8].

With the help of explainable artificial intelligence, this research proposal aims to
provide explainability for deepfake detection models, thereby improving their reliability.
To explore the explainability potential of a deepfake detection model, a multi-step process
is essential. This process involves creating a model that classifies images into real or
fake, and then incorporating explainable Al techniques to enhance the transparency of
the model’s reasoning process. The foundation of any deepfake detection model lies in
the dataset used for training. To initiate the journey towards explainability, it is crucial
to begin with a well-curated dataset that includes a diverse range of both real and fake
images. This dataset acts as the foundation for training the model, enabling it to learn the
distinctive features and patterns that differentiate genuine from manipulated content. In
selecting an appropriate deepfake dataset, researchers must consider factors such as the
variety of deepfake techniques, image quality, and ethical considerations surrounding the
use of synthetic content. Achieving the optimal balance between realism and diversity
in the dataset is crucial for training a robust model that can accurately detect subtle
deepfake modifications. The trustworthiness of Al systems depends on their explainability,
especially when they are tasked with critical functions such as deepfake detection. Once
the model is trained to classify images, the next step is to enhance its transparency and
interpretability. This is where explainable Al techniques come into play. The approach
taken in this research draws inspiration from the network dissection algorithm proposed by
previous researchers [9-11]. This research contributes to addressing the pressing challenges
in deepfake detection by leveraging a deep learning model combined with explainable
artificial intelligence (XAI) techniques. By integrating XAlI, this study not only aims to
enhance detection accuracy but also focuses on the interpretability of the results, providing
stakeholders with clear and evidence-based explanations for classification decisions. Unlike
existing detection systems, which often lack transparency, our approach bridges this gap
by offering insights into the internal decision-making process of the neural networks.
The overview of this paper is as follows: Section 2 explores previous efforts in the fields
of deepfake detection and explainability, highlighting the gaps this research seeks to
address. Section 3 details the CNN architectures and XAI techniques employed. The
Section 4 evaluates the performance of the proposed models and the Section 5 explains
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their interpretability. Finally, Section 6 summarizes the findings and discusses the broader
implications of this work.

2. Related Works

Within the broader fields of artificial intelligence (Al) and computer vision, explainable
artificial intelligence (XAI) is gaining growing significance. It is characterized by the
development of various techniques and approaches aimed at interpreting and elucidating
the predictions generated by complex deep learning algorithms [9]. This rapidly growing
field focuses on enhancing the transparency and interpretability of Al systems for human
users, fostering trust, and facilitating the effective management of these complex “black
box” models. The relevance and growth of XAI can be attributed to the widespread
adoption of deep learning solutions across diverse industries. In tasks such as natural
language processing, autonomous decision-making, and image recognition, deep learning
models have proven highly effective. However, they often operate as opaque systems,
making it challenging for users to grasp how and why specific predictions are made. This
opacity can be particularly problematic in critical applications such as healthcare, finance,
and autonomous vehicles, where accountability and interpretability are paramount. XAI
aims to close this gap by creating machine learning techniques that allow humans to better
understand, trust, and manage Al systems effectively. These techniques serve as a means
to uncover the decision-making processes within deep learning models. XAl offers clear
explanations for model predictions, enabling users to make informed decisions based
on Al recommendations while also helping developers improve the model’s robustness
and fairness. With the growth of deep learning solutions in all industries, it has become
relevant to understand the interpretation or internal representation of these ‘black box’
models. Explainable artificial intelligence develops a set of machine learning approaches
that empower human users to understand, trust, and control the next wave of artificial
intelligence partners [10,12,13]. Given the high complexity of deep learning models, it
becomes challenging to understand and assess the internal decision process underlying
predictions. In the case of images, explainability describes which parts of an image caused
the model to predict specific classifications. Image explanations are essential for two
different groups of people, model stakeholders and model builders. For image models,
each pixel is considered an individual feature and the explanation method assigns an
attribution value to each pixel. Figure 2 describes the scenario with and without explainable
artificial intelligence. Unlike the traditional deep learning approaches which help in future
predictions, explainable Al models provide the reasoning behind the predictions. For
explainability models, two elements draw attention along with the new machine learning
algorithm, as shown in Figure 2 [12]. One of them is the explanatory model and the other is
the explanation interface.

Neural network predictions involve millions of mathematical calculations determined
by the structure of the neural network. It is difficult to understand the predictions made
by neural networks as we need to consider the many weights that are involved in build-
ing these models. This is why we need specific interpretation methods to interpret the
predictions and behavior of neural networks. Firstly, neural network algorithms learn
features and concepts from the hidden layers and special tools are required to uncover
them [14]. Secondly, other model-agnostic approaches such as local models or partial
dependence plots are mainly useful for tabular data, and text and image data require differ-
ent techniques. The commonly used methods to explain neural network models include
LIME, SHAP, gradient-based methods, saliency maps, Grad-CAM, Occlusion, DeepLift,
and others [13,15].
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Figure 2. Explainable Artificial intelligence (XAI) Approach [12].

The existing approaches or techniques used by researchers for deep learning algo-
rithms developed for deepfake detection can be explained in this section. As discussed
in [6,7], Nazneen has explored different datasets and model architectures, contributing to
advancements in distinguishing between real and manipulated media, which are crucial
for forensic applications and combating misinformation. Vitor [16] introduced an approach
for quantifying the layer-wise representations learned by GAN models, which are used to
generate scenes. The explainability module focuses on understanding the internal units of
CNN models, which act as object detectors to classify different types of GAN-generated
scenes. The quantitative and qualitative results from their research explain the features
learned by training the model. Samuele [17] used XAI methods such as GradCAM and
SHAP for explaining the predictions made by an EfficientNet model trained on a DFDC
dataset consisting of manipulated videos. The results from the experiments show that
human perceptions of deepfake explanation masks were not always in sync with objective
metrics and other explainable artificial intelligence methods need to be considered for
better results.

Federico [18] proposed a quantitative framework to estimate the informativeness
and visual quality of explanations of deepfake classifiers. The paper highlights the need
for intuitive explanations to validate deepfake detections, ensuring both user trust and
compliance with legal frameworks such as GDPR. It evaluates existing explainable Al
(XAI) methods, such as saliency maps, Grad-CAM, SmoothGrad, SHAP, and LIME, for
their effectiveness in generating interpretable explanations for visual classifiers. They
benchmark state-of-the-art video recognition models on popular datasets and explore how
heatmap-based explanations can be communicated effectively to users, offering insights
for improving the interpretability of deepfake detection systems. Shichao [19] proposed
an FST-matching model (fake source target matching) for the interpretation of deepfake
detection to learn the features of images that are used to categorize them as fake or real.
Sara [20] introduced an evaluation method for GANs through the XAI technique known as
a logic learning machine, which has been applied to enhance data augmentation techniques.
Loc [21] proposed an effective and interpretable method known as a dynamic prototype
network for explaining deepfake temporal artifacts. This paper introduces DPNet, an
XA (explainable Al) approach for deepfake detection that emphasizes interpretability
and temporal dynamics. Unlike traditional methods, which primarily focus on frame-by-
frame analysis and offer limited explanations, DPNet enhances transparency by learning
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the dynamic prototypes of temporal inconsistencies in videos. These prototypes serve
as case-based evidence, allowing the model to explain why a particular prediction was
made in a way that reflects its underlying computational process. Additionally, DPNet
provides visual dynamic explanations by projecting learned prototypes onto representative
video patches, making the detection process accessible and understandable for humans.
Wahidul [22] used the LIME XAl technique to interpret the CNN model used for identifying
real and fake images, which also detailed the part of the image that caused it to make
the specific classification. This paper focuses on deepfake detection using deep learning
(DL) models, specifically convolutional neural networks (CNNs), and enhances their
interpretability through explainable AI (XAI) methods, particularly local interpretable
model-agnostic explanations (LIME). It examines the efficacy of different CNN models,
including InceptionResNetV2, DenseNet201, InceptionV3, and ResNet152V2, in classifying
real and deepfake images from a dataset containing 70k real images and 70k fake faces
generated by StyleGAN. This approach combines high performance with XAl to provide a
reliable and interpretable solution for deepfake detection.

After analyzing and understanding the different explainable artificial intelligence
methods for interpreting deep learning models, this research work will focus on the
network dissection algorithm [9,10]. Network dissection is defined as an interpretability
technique for convolutional neural networks (CNN5s) that provides relevant labels to their
individual hidden units. This method has been used to quantify the interpretability of the
deepfake detection model to provide the explanation behind the classification of images
as fake. In [9], the researchers suggested a general framework for network dissection
for interpreting and quantifying the deep visual representations of convolutional neural
networks by estimating the mapping between semantic concepts and individual hidden
units. The authors have used Broden as the dataset, which is referred to as a broadly and
densely labeled dataset, and tested the method on different CNNs such as ResNet, AlexNet,
VGG, and GoogLeNet, all of which are trained on objects and scenic concepts.

This review highlights that the integration of XAl methods across various domains has
demonstrated both quantitative and qualitative improvements, fostering greater trust in
Al-driven decisions and predictions. As trust plays a crucial role in assessing the reliability
of Al models, explainable Al serves as a pivotal approach in enhancing the transparency
and trustworthiness of these systems. As an extension to our published proceedings [6,7],
this research aims to advance the knowledge and techniques in deepfake detection and
enhance the interpretability of deep learning models, thereby benefiting both the scientific
community and society at large.

3. Experiments

In recent years, considerable progress has been made within the domain of computer
vision, especially in the areas of image manipulation and detection. With the proliferation
of manipulated or fake images and videos, detecting such alterations has become a critical
challenge. To test the explainability of deepfake detection models, the proposed work has
been categorized into two stages—detection and explainability. The advent of deepfake
technology has raised serious concerns regarding the authenticity of visual content in
various applications, such as news reporting, entertainment, and cybersecurity. In response
to this challenge, researchers have turned to CNNs as a robust solution for detecting
manipulated images and videos. During the detection phase, the classification process is
carried out using three CNN models: ResNet-50, Inception V3, and VGG-16. A comparison
is then made based on the accuracy of each model to determine how effectively they can
distinguish between authentic and manipulated images. The models are trained using
the Celeb-DF dataset, which contains deepfake images. The explainability model is tested
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Data Acquisition

Celeb-DF

by using a deepfake face dictionary formed from the CelebAMask-HQ dataset. In the
following network dissection algorithm, the proposed explainability model is used to
understand the individual units of the pre-trained CNNSs in classifying images as real or
fake. The implementation stages of deepfake detection and explainable artificial intelligence
are portrayed in Figures 3 and 4.
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Figure 3. Implementation Stages for DF Detection.
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Figure 4. Implementation Stages for XAL

The dataset used to train the three convolutional neural network models is crucial in
advancing deep learning systems for image classification. In this instance, the dataset
contains a mix of real and fake images, taken from the Celeb-DF dataset [23]. This
dataset is crucial for advancing deep learning and computer vision research, particu-
larly in addressing the challenges posed by deepfake videos, which have the potential
to spread misinformation and manipulate digital media. The Celeb-DF dataset provides
researchers with a substantial collection of both deepfake and genuine videos, making
it an invaluable resource in this field. The dataset comprises a considerable number of
images, with 19,457 frames obtained from the videos. To effectively train, validate, and test
the CNN models, the dataset is divided in a balanced manner. Specifically, a percentage
of the images, equivalent to 15,565 frames, are used for training. This comprehensive
training set enables the models to identify key features and patterns essential for dif-
ferentiating between deepfake and genuine content. Additionally, a percentage of the
data are designated for the purpose of validation, a key process in monitoring model
performance and adjusting hyperparameters to avoid overfitting, ensuring the model’s
capability to be applied to unseen data. Lastly, the final 10 percent of the dataset is set
aside for testing purposes, providing a final evaluation of the CNN models” effective-
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ness in classifying real and fake images accurately. Figure 5 presents a visual sample
of both fake and real images belonging to the Celeb-DF dataset that were utilized for
training purposes.

Fake Images

i

Real Images

Figure 5. Real and Fake Images—Training Dataset [23].

To test the explainability potential of the models, the network dissection algorithm
is used to dissect various layers of the CNN models. This aims to assess the feasibility
of implementing the deepfake detection models. Unit-concept mapping for network
dissection is built upon our deepfake face dictionary, featuring numerous facial concepts. In
the proposed work, the network dissection algorithm uses the deepfake face dictionary that
incorporates concepts of different features of faces. The proposed method, the explainability
model based on the network dissection algorithm for the trained CNN models, detects
units that could detect corresponding facial concepts using unit-concept pairing. Figure 6
describes an overview of the probabilistic approach to determine what units of the CNN
models serve as facial concept detectors, which helps in categorizing images as real or
fake. The proposed method involves performing a forward pass through all images in the
deepfake face dictionary to collect activation maps from the dissected layer, followed by
running the network dissection algorithm to calculate IoU scores for each concept at the
unit level. Intersection over union (IoU) is a metric used to measure the overlap between
two regions, typically a predicted area and a ground truth area.

@ _*7;0 |:>’ ’ Activations per
e d unit

Forward pass 0

XA

YY)
{1}

Calculate IoU for
B image labels ’ )
gl [l

Dissection pipeline

Figure 6. XAI Approach for Dissecting CNN Models.

3.1. Dataset Description

Our deepfake face dictionary includes 17 facial concepts and a group of corresponding
images for each facial concept. The images are obtained from the CelebAMask-HQ dataset,
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which is a large-scale dataset including masked face images [24]. Each image contains a
segmentation mask of facial features corresponding to the CelebA dataset. The masks of
the images were manually annotated and included facial concepts with 19 classes. Among
them, the labels that were used in the proposed work are nose, skin, ears, eyes, lip, hair,
mouth, hat, neck, earrings, eyeglasses, and cloth. Figure 7 depicts some examples of facial
concepts and their respective masks from the deepfake face dictionary. Overall, there are
100 individual images and 1238 masked images corresponding to various facial concepts.
The graph in Figure 8 shows the histogram of the number of labeled occurrences for each
facial concept present in the deepfake face dictionary.

In this section, we describe the process of extracting activation maps for all input
images in the ‘Deepfake Face Dictionary’ dataset, which contains labeled facial concepts.
The extraction of these activation maps is carried out for each layer of the selected CNN
models, with the choice of model determined by the specific architecture being evaluated.
For each input image (denoted as N), the activation maps are generated by running the
model through the script that stores the activations in a NumPy memory map. These
activations represent the response of each neuron in the layer when processing the input
images. The size of the activation maps decreases in deeper layers of the network due to

lower resolution at those levels.
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Figure 7. Deepfake Face Dictionary. (a) Facial Concepts and corresponding regions from the dictio-
nary. (b) Samples of images and respective segmentation masks for facial concepts.
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3.2. Implementation

The network dissection algorithm is used to dissect the CNN models trained to
categorize the images as genuine or fake. Figure 9 provides a general overview of network
dissection for deepfake detection CNN models.

"al
4

T -

FC layer

Figure 9. Overview of Network Dissection for Deepfake Detection Models.

Next, we evaluate threshold values for each unit within the activation maps. This
is achieved by analyzing spatial features and setting a quantile threshold for any spatial
region with values above this threshold. The experiments are conducted using different
threshold values (0.4, 0.04, and 0.005) to segment the activation maps. These segments
correspond to the regions in the image that are most salient for distinguishing between
real and fake content. The threshold values determine how many units are interpretable.
For each unit, the intersection over union (IoU) score is calculated to quantify how well
the unit corresponds to a specific facial concept. For each unit—concept pair, the IoU score
is computed. A neuron is considered interpretable if its IoU score for a concept exceeds
a defined threshold (0.04 in this case). The IoU score provides a measure of the overlap
between the unit’s activation map and the facial concept it represents.

Table 1 provides a summary of the models that were dissected, outlines the layer
that was dissected during the experiments, and depicts the results for each model. These
interpretability experiments focused on the deeper layers of the models, as previous studies
have shown that high-level concepts are primarily located in the layers closer to the output
and the face dictionary consists of higher-level concepts. The performance metric used
to test the explainability of these CNN models is the intersection over union (IoU) score,
which is given in Equation (1).

Table 1. Dissected Deepfake Detection models.

CNN Architecture Dissected Layer Performance (Metric)
VGG-16 Block 5—Layer13 (conv3) 86.2 pctg (Accuracy)
ResNet-50 Block 5—Layer4 (conv3) 82.8 pctg (Accuracy)
Inception V3 Block 5—branché6 (conv3) 0.824 (F1-score)

Equation (1): IoU Score Calculation
Intersection Over Union = (Areao f Intersection)/(Areao f Union) 1)

The concepts with the highest IoU score for each unit are noted in the output net dissect
report, and the unit is considered interpretable for top concepts with values greater than 0.04.
Although we can obtain the dominant concepts for each unit based on IoU scores, sometimes
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there is more than one concept with a high IoU score and it lies in a similar area of the face. In
these situations, it is better to find a hierarchy of concepts that lie in the same facial region as
that of the concept with the high IoU score. This is achieved by identifying the facial region
and generating probabilities for each concept that lies within that facial region.

4. Findings and Evaluation

This research work employs three widely used CNN architectures for deepfake de-
tection: Resnet50, Inception V3, and VGG-16. To assess how well these models perform,
metrics such as accuracy, recall, precision, and F1-score are applied. The test data results
are presented in Table 2.

Table 2. Performance Comparison of CNN models.

Models: ResNet-50 VGG-16 InceptionV3
Accuracy (percentage) 82.8 86.2 76.1
Precision 0.853 0.978 0.729
Recall 0.856 0.785 0.947
Fl-score 0.854 0.871 0.824
Trainable Params 5.3M 10.3M 5.3M

Figures 10-12 depict the learning curves for CNN models trained with various hyper-
parameters, illustrating the accuracy and loss trends over the course of the epochs. The
plots reflect the results across 15 epochs. The Adam optimizer was consistently applied
across all three models. ResNet-50 and Inception V3 were trained with a learning rate of
0.00001 and a batch size of 32, whereas VGG-16 was trained using a batch size of 16 and a
learning rate of 0.0001. These hyperparameters were selected based on several experimental

trials conducted on the models.
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Figure 10. Learning Curves of ResNet-50.
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Figure 11. Learning Curves of VGG-16.
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Figure 12. Learning Curves of Inception V3.

This section of the proposed work aims to explain the underlying decision process of
the deepfake detection models. After performing multiple experiments with a deepfake
face dictionary obtained from the CelebAMask-HQ dataset, a network dissection report
is generated for each model. The report provides information about the interpretable
facial concepts by each model with different IoU scores. To test the explainability of the
models, different threshold values are set to compare the features learned by different
architectures. This provides an overview of how models learn different facial concepts
based on segmentation. Figures 13-15 depict the number of interpretable units detected
by each model with regard to the various facial regions for different threshold values.
Figure 16 represent a sample of a few of the facial concepts, along with their IoU scores
as detected by the models. In Tables 3-5, information about the amount of interpretable
and uninterpretable units, along with the top IoU scores and their corresponding facial
concepts, is listed. Additionally, the top intersection over union (IoU) scores and their
associated facial concepts are included, reflecting the models’ effectiveness in identifying
critical facial features. Together, these results illustrate the comparative performance
of the CNN architectures in capturing distinct and relevant features for distinguishing
between real and fake images, underscoring their interpretability and relevance in deepfake
detection tasks.
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Figure 13. Distribution of Interpretable Units per Facial Region with a Threshold value of 0.4.
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Figure 15. Distribution of Interpretable Units per Facial Region with a Threshold value of 0.005.

Table 3. Details of Interpretations by CNN Models for a threshold value of 0.4.

Models ResNet-50 VGG-16 InceptionV3
Interpretable units 509/512 2048/2048 423/448
Uninterpretable units 3/512 0 25/448
Top IoU score 0.5918 0.5287 0.7601
Facial concept skin skin skin

Table 4. Details of Interpretations by CNN Models for a threshold value of 0.04.

Models ResNet-50 VGG-16 InceptionV3
Interpretable units 417/512 1875/2048 350/448
Uninterpretable units 95/512 173/2048 98/448
Top IoU score 0.4235 0.3524 0.4286

Facial concept hat hat cloth
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a) Inception V3

UNIT - 19, CLASS - skin, IOU - 0.7601

UNIT - 69, CLASS - hair, IOU - 0.1124

b) VGG-16

~ UNIT- 39, CLASS - hat, IOU - 0.4235

UNIT - 86, CLASS - neck, IOU - 0.2204

©) ResNet-50

UNIT - 420, CLASS -1_lip, IOU - 0.2104

UNIT - 529, CLASS - ear r, IOU - 0.1258

Figure 16. Two examples for each model (a) Inception V3 (b) VGG-16 (c) ResNet-50.
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Table 5. Details of Interpretations by CNN Models for a threshold value of 0.005.

Models ResNet-50 VGG-16 InceptionV3
Interpretable units 133/512 1128/2048 182/448
Uninterpretable units 379/512 950/2048 266/448
Top IoU score 0.3187 0.3510 0.4229
Facial concept cloth earring earring

As stated before, Figure 17 shows samples of two facial concepts that describe the
formulation of a probabilistic hierarchy.

Unit: 39,
Concept: hat, IoU: 0.42348883048620234,
Cluster: Hair Region
{'hair': 0.5955250234126769. 'hat': 0.40447497658732307 |

UNIT - 39, CLASS - hat, 10U - 0.4235

Unit: 704,

Concept: 1_lip, IoU: 0.18305813035587853. Cluster: Mouth Region
{'u_lip" 0.3295736932962198.'mouth': 0.34085261340756046,

1 lip": 0.3295736932962198 |

UNIT - 703, CLASS - |_lip, IOU - 0.1831

Figure 17. Probabilistic Hierarchy Results.

Figures 18-20 illustrate the interpretability reports of the dissected models and rep-
resent the number of units learned by each model for each facial concept for a threshold
value set at 0.04. This representation provides information about the top facial concepts
detected by different CNN architectures. All the results are obtained by dissecting the final
output layers of the models. Figures 21-23 show the count of interpretable units across
convolution layers for the various trained models. The detailed analysis and interpreta-
tion of the network dissection results, including the implications of the observed patterns
and insights into the internal representations learned by the CNN models, will be further
explored and elaborated on in Section 5.
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Figure 18. Dissection Histograms of VGG-16.
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Figure 20. Dissection Histograms of Inception V3.
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Figure 21. Number of Units Within Multiple Layers for VGG-16.
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Figure 22. Number of Units Within Multiple Layers for ResNet-50.

Units layerwise comparison - InceptionV3
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Figure 23. Number of Units Within Multiple Layers for Inception V3.
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5. Discussion

This work conducted various studies to understand the internal parts of the developed
CNN models by interpreting the facial features learned by these models. It is known that
neural networks can learn features through their hidden layers, and they are considered as
black box models. In Section 4 (Findings and Evaluation), the outcomes of the explainable
Al analysis are presented, which reveal the internal neuronal representation of the three
CNN models used for deepfake detection. The data in Section 4 form the basis for the
detailed insights discussed here. Specifically, the network dissection results, as summarized
in Tables 3-5, provide evidence that the units of the CNN models have learned various
facial concepts. These results show a balance between interpretable and uninterpretable
units, depending on the threshold value used. However, there are fewer uninterpretable
units for a threshold of 0.4, and the types of different facial concepts learned by the models
are comparatively fewer. All three models mostly detected the cheek region as the major
concept, followed by the hair region. With the decreasing threshold value, e.g., to 0.005, the
number of uninterpretable units increased, which leads to fewer units detecting concepts.
In comparison to all three threshold values, 0.04 is the best threshold value as it identifies
a variety of facial concepts for all CNN architectures used in the proposed study. It is
observed from Figures 13-15 that the hair region is one of the top facial regions detected
by all three models for all threshold values. The cheek region contributes the most for
the threshold value of 0.4 for all three models, whereas for threshold values of 0.04 and
0.005, the neck and eye regions are detected by VGG-16 and ResNet-50, respectively. On
the other hand, Inception V3 detects eye and ear regions for threshold values 0.04 and
0.005 respectively. From Tables 3-5, it is noticed that the top facial concepts learned by
models include skin, hat, cloth, and earrings. In spite of the fact that higher threshold values
lead to better IoU scores, the types of facial features learned by the models are reduced
in number. Hence, the representation of individual facial concepts learned by models is
shown for a threshold value of 0.04, as given in Figures 20-22, which covers all the concepts.
All the experiments for the above results are carried out for dissecting the final layers of
the neural networks. This is because dissecting the earlier layers of the models should
be avoided due to the model’s inability to learn higher-level concepts. This statement
can be proven by analyzing the results from Figure 23. From the figure, it is observed
that with the initial layers, the proportion of the number of interpretable units is smaller
compared to the final layers of the models. As previously stated, applying the IoU approach
based on the network dissection algorithm to the images from our deepfake face dictionary
makes it difficult to conclude that a concept with an IoU score similar to the top concept is
interpretable without conducting a thorough analysis of the activations associated with that
concept in relation to other concepts present in the same facial regions. Consequently, we
discover that a unit can correspond to several concepts by constructing a hierarchy among
the concepts from that specific facial region. This characteristic is explained in Figure 19
and clearly shows how challenging it is for a neuron to differentiate between concepts that
appear similar but possess different features.

6. Conclusions

The rise of technology in the multimedia sector has brought about various malicious
activities, including the exploitation of fabricated images and videos in areas such as
entertainment and politics. This advancement has blurred the line between manipulated
and authentic visuals, prompting extensive research in this field. The term 'deepfake’ is
now widely recognized for its ability to create highly realistic imagery. To deal with the
latest manipulation methods in visual media, an explainable deepfake detection approach
is critical. This research focuses on developing a deepfake detection method that delivers an
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explainable model. The proposed research study involves the detection and interpretation
of deepfake detection models using the network dissection algorithm. This is implemented
in two stages. (1) To detect forged images, three cutting-edge CNNs (VGG-16, Inception
V3, and ResNet-50) are used, and a comparative analysis of these models is performed.
(2) A network dissection algorithm is employed to interpret and understand the internal
parts of the models for the explainable model. The proposed network dissection algorithm
has the ability to understand the internal representations of these models and thereby
interpret the different facial concepts learned by them in classifying the images as real or
fake. It is compulsory to note that the technology used to generate manipulated images is
also utilized to detect them, demonstrating that scientific and technical breakthroughs are
both a benefit and a curse. The experiments demonstrated that the CNN models employed
in this study performed well, with F1-scores ranging from 0.8 to 0.9. The explainability
part of the proposed study is based on a network dissection algorithm, which involves
generating interpretability reports for the three deepfake detection models that have been
trained on a well-known deepfake dataset. This also offers a comprehensive discussion on
how model interpretability can be leveraged to gain a deeper understanding of the model
mechanisms and the representation of information or features learned by these models.

Although there are several deepfake detection tools and models available to detect
manipulated videos or images, existing research lacks explanations or reasoning behind
the classification of images when using the network dissection algorithm. This study
aims to shed light on how these models distinguish between real and altered images by
analyzing their internal neural representations. Additionally, while this study focuses
on CNN architectures, it is important to note that the network dissection algorithm is
specifically a strong interpretability tool for CNNSs, as it is inherently designed to map
internal CNN components to concepts comprehensible to humans. However, it is not
directly applicable to architectures such as vision transformers (Vils) or pure transformer
models, which operate on fundamentally different principles. Nevertheless, the general
principle of associating model components with concepts comprehensible to humans could
inspire the development of similar techniques adapted for non-CNN architectures. As a
future direction, adapting and extending the core ideas of the network dissection algorithm
to these advanced architectures could provide deeper insights into their decision-making
processes and enhance interpretability in tasks such as deepfake detection. This would
bridge the gap in interpretability techniques across different model families, ensuring
that the rapid advancements in model architectures are matched by equally sophisticated
explainability methods.

In conclusion, this study underscores the importance of interpretability in deep neural
networks, providing insights into their hierarchical structures. By addressing the critical
challenge of explainability in deepfake detection, this work not only improves the reliability
of these systems but also lays the foundation for extending interpretability methods to
more advanced architectures in future research.

While the proposed method effectively enhances the interpretability of CNN-based
deepfake detection models, certain limitations remain. The interpretability of the network
dissection results is constrained by the limited range of concepts in the deepfake face
dictionary, which could be expanded in future work to include additional facial features and
more diverse images. Further, the efficiency of models could be enhanced by fine-tuning
neuron activations, and incorporating other XAl techniques could provide complementary
insights. Additionally, adapting the method to more advanced architectures, such as vision
transformers and hybrid models, would extend its applicability, paving the way for more
robust explainable Al frameworks.
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